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Summary: Superstorm Sandy (October 2012) packed an incredible “wow” factor in terms of its
damage and impact to the tri-state area of New York, New Jersey and Connecticut. Everyone
knew it was coming days in advance, but the impact was significantly greater than expected and
is still being felt today. Many after action reports laid out what needed to be done to prepare
for future emergency events. This paper focuses on two groups that took action to build an
information sharing and situational awareness capability that is usable and scalable for many
types of emergency situations including storms like Sandy. It’s always hard to be proactive
when there are so many day-to-day efforts demanding resources, but the combined post-Sandy
resilience efforts of the Port Authority of New York and New Jersey (PANYNJ) and NYU
INTERCEP (International Center for Enterprise) have gained momentum in the community every
year since inception, and today provide a new foundation for coordinated response in an
emergency.

Concept Creation: Jerry McCarty, Director of the PANYNJ Office of Emergency Management
and William Raisch, (Director of INTERCEP, a public-private collaboration center at New York
University) worked together after Sandy to capture lessons learned from the storm including a
multi-stakeholder “war game” that played out the storm step-by-step with about 100
organizational participants. A primary insight was the need for greater information sharing and
collaboration between the public and private sectors — a better understanding of who was
doing what before, during and after a crisis. Jerry saw the need to create a regional community
of public-private stakeholders to collaborate on shared risks and to build and deploy a
capability to share information and situational awareness effectively between the public and
private organizations that together make up the operating capability of one of the largest
metropolitan areas on planet Earth. He challenged INTERCEP to create a “common operating
picture” of the region so all parties were on the same page and could make informed decisions
not only for their own operations but also to coordinate their actions to ensure that they were
not working at cross-purposes. While there were some email alerts from some jurisdictions and
some industry-specific information sharing efforts, there was nothing that was broad, simple,
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scalable and easily adapted to multiple emergency situations and to the increasing availability
of open-source intelligence.

Design & Prototype: After meeting with INTERCEP and considering the requirements for a
situational awareness and information capability, Swan Island Networks
(www.swanislandnetworks.com) worked together with INTERCEP to build a prototype system
leveraging its existing cloud-based TX360 platform used for corporate intelligence and
situational awareness. After several improvement cycles, INTERCEP staff were trained on how
to use and enhance the system, adding new information sources and creating multiple tri-
state/metropolitan area dashboards like the ones shown in the appendix. INTERCEP also
developed additional programs to build a collaborative community including monthly web
briefings on key threats facing the region, public-private table top exercises, online best
practice resources, an annual risk digest and in-person forums for key stakeholders across the
region. The overall effort was named the “Metropolitan Resilience Network (MRN).”

Launch: The MRN’s situational awareness platform (Metro-Ops) was introduced at INTERCEP’s
Urgent Threats Forum in 2015, a 100+ person gathering of top corporate security executives,
federal, state and local leaders in security, planning, business continuity, and multiple other
agencies and organizations. With funding and ongoing input from PANYNJ and a two-year free
technology license from Swan Island Networks, MRN Metro-Ops was officially launched.

Growth: Over the last four years, the MRN has grown to over 400 credentialed organizations
and over 1,000 credentialed users from key organizations. The MRN has provided automated
situational awareness on a 24x7 basis, and during incidents like severe weather, terrorist
attacks and commuter train crashes, has published real-time updates and dashboards that
aggregate all the breaking news about the incident. INTERCEP has augmented the system with
monthly webinars on a wide range of topics, and continued its annual Urgent Threats Forum as
an in-person exchange of information and ideas around resilience and security.

Capability Summary:

e Cross organizational / Multi-jurisdictional: The MRN crosses the boundaries of public,
private, non-profit and other organizational types, allowing for a broad sharing
capability.

e Controlled access: Each organization and user is vetted by INTERCEP personnel, and has
username/password access to the system.

e Blue sky automated situational awareness: The all-hazards dashboards of the MRN are
updated continuously from hundreds of information sources that pertain to the New
York City area and surrounding states. News, social media, weather, crime, public health
and many other types of feeds are combined to give users one stop information access.

e Geospatial views: Dashboards incorporate maps of different areas with visuals oftraffic,
public cameras, alerts and other items.
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e Segmented sharing: Dashboards can be used to selectively share information with a
subset of users due to sensitivity or sector relevance.

¢ Incident specific dashboards: When a major event occurs, INTERCEP analysts can
quickly build a dashboard that incorporates all known information about the specific
event.

e Email notification: INTERCEP emails MRN members when a incident occurs with a link
to the newly created dashboard.

e Updatable status boards: Based on a pre-defined threshold, green/amber/red visual
codes can indicate the operational status of critical infrastructure (e.g. air, mass transit,
etc.), providing an at-a-glance understanding of critical functions.

Results Summary: Today, the MRN has over 1,000 credentialed users from over 400
organizations across the city. Because of the Microsoft Azure-based architecture, it can scale
almost infinitely if needed. Situational awareness dashboards are available as a regional
overview, but also cover potential event topics like infectious disease, transportation
disruption, and cyber alerts. The MRN brings many of the regional open source feeds together
in a continually updated, easy to use capability. Specialty dashboards, not available to general
members, support the World Trade Center Security operations and all of the regions major
airports. The INTERCEP team can create a custom, incident-based dashboard in under an hour
when an event occurs. The program is moving to be self-sustaining through a small, monthly
membership subscription and the availability of add-on services.Toward the future: The MRN
and its situational awareness platform has been acknowledged as a prototype for wider
national and international application. INTERCEP is looking at multiple ways of sustaining and
expanding the network and collaborating with other stakeholders and groups. The center has
created a large inventory of international city dashboards, and has provided input to multiple
other groups, including London First and the Rockefeller Foundation’s 100 Resilient Cities
effort. New technologies are being considered for integration, particularly in the area of video
access and cross-organization collaboration.

About INTERCEP: New York University's International Center for Enterprise Preparedness
(INTERCEP) is the first research and engagement center dedicated to organizational resilience
and agility. The center maintains a global outreach with a special focus on multi-party
collaboration including business-to-business and public-private partnerships. Founded in 1831,
New York University is a global institution and the largest private university in the United
States. The University includes fourteen schools and colleges, occupies six major centers in New
York, and has facilities worldwide. Contact Bill Raisch, William.raisch@nyu.edu.

About PANYNIJ: The Port Authority of New York and New Jersey operates some the nation’s
most iconic and critical infrastructure including the region’s major airports, bridges, tunnels,
maritime ports, the World Trade Center and its own subway system. The agency was
established by the Compact of April 30, 1921, between the States of New York and New Jersey
as one of the first interstate agencies created under the clause of the United States Constitution
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permitting compacts between states with the consent of Congress. The Compact, designed to
improve the region’s economic health, also created the Port District, which comprises an area
of about 1,500 square miles in both states, centered about New York Harbor. In the nearly 100
years since then the Port Authority’s mandate has evolved to promote and protect the
commerce of the bi-state Port Region, as well as to undertake improvements to regional
transportation: modern wharfage for the harbor shared by the two states, tunnel and bridge
connections between the states, airports, terminal and transportation facilities such as the Port
Authority Trans-Hudson (PATH) rail system; the World Trade Center, as well as general trade
and transportation projects to promote the region’s well-being.

About Swan Island Networks: Swan Island Networks (www.swanislandnetworks.com) is a
Portland, Oregon based software-as-a-service company. Its TX360 situational awareness and
threat intelligence platform is easy to use, scalable to any size, interoperable with other tools,
and configurable to a wide range of industry types and sizes. Contact: Pete O’Dell, CEO,
pete.odell@swanisland.net.

Author’s note: The bulk of this paper will appear as a use case in an upcoming book “Global
Shared Resilience — Confronting Disaster with 215t Century Technology” that will be published in
early 2020. If you have stories or lessons learned about your own resilience efforts, please
contact me and I'll work to include them.
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The Metropolitan Resilience Network (MRN) is an innovative public/private initiative hosted by

the International Center for Enterprise Preparedness (InterCEP) at New York University and
championed by the Port Authority of NY & NJ to enable more effective preparation for, response fo
and recovery from the ever increasing range of disruptions {0 the metro-New York region. It is
designed to enable businesses, government and other stakeholders to effectively collaborate and
bring together a range of capabilities, resources and intelligence to address shared threats such
as severe weather, flooding, utility outages, cyber attacks, terrorism and other hazards. Some of tu

the MRN's core objectives include 7 Metropolitan

Resilience
Network

+ Providing a real-time communications & collaboration platform
- Providing a “Common Operational Picture” of the region to improve situational awareness
- Conducting senior staff face-to-face forums.

- Embedding the private sector in the Port Autherity's Emergency Operations Center (EOC)
+ “Best practice’ resource sharing between businesses and government agencies

+ Developing and distributing an annual Global Risk Digest

+ Convening monthly risk briefings via web forums with key experts

- Supporting joint public-private sector exercises

- Undertaking special projects focused on common needs & challenges

The Metropolitan Resilience Network actively collaborates with key stakeholders from
these communities.

To contact the Metropolitan Resilience Network, please

email InterCEP@nyu_ edu. To learn more about TX360, the situational
awareness platform used by the MRN to create and distribute dashboards and
smart alerts, visit swanislandnetworks.com
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